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:(w 095 y>) Bad Rabbit
GLSL @ a1y o)l a5 Wl i g slad e 2017 Jlo s a5 saax eyl 2L 5 S, Bad Rabbit
03,55 ,sk NotPetye 5 WannCry aile Bad Rabbit .ais o oyLs s 050 se il jo pas sljl o oylasledlb]
ROWI PO 1
EXPetr alo> aslice g, 5l aS cool 55 (slgsS 1o aScds ade aiedon ale> G ol Kspersky oS o olidss olul »
03,5 el Kaspersky «.s o el Los e ExPetr L Bad Rabbit a5 wus ool wilys od &5 18 ol Lol caiS so ool
35,15 18 arug, o abes ol Ll 8 i il as S 15 1581zl ol akes 550 yim gl aile, 5 6005 slo Cul g aS
S gloled g olasas bl 58l 2h ol OMe> Wl aruilys o525k Kaspersky oY sase
e Trojan-Ransom.Win32.Gen.ftl
e Trojan-Ransom.Win32.BadRabbit
e DangerousObject.Multi.Generic

e PDM:Trojan.Win32.Generic
e Intrusion.Win.CVE-2017-0147.sa.leak

Poas plxil 1) »j wloludl Bad Rabbit 1330 gL buwsd (ad (S y3 51 g Ssle 6l
0S e oolaiul Kaspersky ¥ gams jlas Sl ls e
Jol> o lusb! Kaspersky Security Network 4 System Watcher (features) oUlsal yog Jls
DS L | GBIl ol ety JUadpué & jg,0 0 S
ul):)lf ]ff‘.‘) [ ]
1SS (dgdume) S ) s o L1

e C:\Windows\infpub.dat
e C:\Windows\cscc.dat

e C:\Windows\dispci.exe
e Flashutil.exe

U 5o lSal L 5 xS o ooliciesd WML g s 5145 315 352 a5 4o (sl pyi a5 o5 drgs gy rasss
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S and ] Sl o yts s p5 J2lie Bub g 0SSl | g e sla Ll @
e C:\Windows\infpub.dat
e C:\Windows\ccsc.dat

Home

e

[&] bfsvc.exe
bootstat.dat

§ cscc.dat
DPINST.LOG
Dtclnstall.log
Enterprise.xml
-+ explorer.exe
@ HelpPane.exe
R hh.exe

] mib.bin

7] notepad.exe

111 items

» & [

= | Windows

Share View

& cut

vl Copy path

=] NvContainerRecovery.bat

2 items selected O bytes

+« Move to ~

WROAT/T b, g TV
WAEAT /1 o
IWREAT/-1 Lo,
WRUENNF s
WS NNF . 1
WRNT/TA .G
WRAT/TA .G
IHROAT/TR 5.5 1T
WRAT/T 5.5
WRENT/=1 s
AENANF .51
WRBAT/TR b5 IT:TV
WROAT/TA b,
v & -FiFF

3 Delete ~ T~

» Open ~
AT

ot Edit

Pin to Quick Coj Paste - =h New Properties
access By [E] Paste shortcut | |2 CopY to Benamel|J 2 ew PE & History
Clipboard Organize New Open
<« ~ 4 || > ThisPC > Local Disk (C:) > Windows ~ | & | Search Windows
Name Date modified Type Size
Vss WROAT/TA L. g T File folder
Web WROAT/TR .G File folder
WinSxs WFREATA s File folder
A ACU.ico RS ATE b ~FF Icon

Application

KMP - MPEG Movie File
KMP - MPEG Movie File
Text Document

Text Document

XML Document
Application
Application
Application

KMP - MPEG Movie File
Text Document

BIN File

Application

Windows Batch File

EH setect an
55 Select none

&5 Invert selection

Select

o

2KB
61 KB
66 KB
OKB
10KB
2KB

34 KB
4.735KB
953 KB

Properties = Security Tab®= Advanced = Change permissions

(1 p5as) 0SS YL ) g 00,5 olml ) 558 slo 1

S35 2 ey 9 0lp)8 (eled Sl o s maw 5 Sl G

Db il b ogoleol lei e ol o L8 g Q.ﬂd..gL.i;.au.l%lé

oS (oo aelol |y 25 Jolreg 00,5 Cunly SIS S 9550 R (59, 2 Ik

ol 5l g asS z, wbksl cdl> 51, Include inheritable permissions from this object’s parent ...
(¥ ppa).ausS 0SB |, ol po g ausS SUS 1, OK asS's 31,0 o5 SLUS Remove g4

To view details of a permissic

Permissions |

‘Waming: If you proceed, inheritable parent permissions will no longer

Propagate to this abject.

LI

Objsctname:  Ciwindoy 19 view or edit details for a perm
- Click Add to convert and add inherited parent permissions as explicit
Permission entries: b e et permissions on this abject.
E AT eront penmissH is obi
Lb:’ :srsn.?EM Permision sntriest Click R e to rited p: permissions from this object.
Abow e ( [Tope|INemea - Click Cancel if you do not want to modify inheritance settings at this time.
Allow Users (PC-1024 Allovs SYSTEM
Allow Administrators (PC- add | Remove | Concel |
Allov Users (PC-102\L
Change Permissions. . |
I Inclide inhetitable permis add.. | Edi.. | remeve |
Managi i ontariTos I Include inheritable permissions From this object's parent
Managing permission entries.
oK I Cancel I Apply I ety
cscc.dat Date
DAT File Size: 0 bytes
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AS A laiiin dsens 095 gl ools 31 @

B0,l0a55 e p 1y 093 wopg (Bl g 590 @
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Kaspersky Js..s ,o 1, Bad Rabbit I3l zL a4 bg e sl sla LB 50,5 S by, o2, ad Lo aslsl o
il oo 5 Oylee Julis o LU oplas” Security Center

dispci.exe

flashutil.exe

oe2lys Hash o )50 10 (5B zusgs daldl 10 (oS o eolitulla LB oplas by o sle Hash code 5l sl ol o1y
w2l oo Kaspersky Security Center ,o s Ll ol 0,5 S 20956 45 s g 0l

:Hash

oy ools (b o G ez (20l O ygeas 45 el a1 )8 04l 0 asS 55 Hash code L Digest 14, a5 Hash
5o oo plnl Sl o b1 (55, 5 2l wi,sSl Ko Gk s Hashcode gdly ,s .ams o mals ol Job
Al e 05,05 o2 wlie Hash code ( LB g0 s ail axils ax g5 S o odgs (Unique) L, o5 G sl gl
el Ll eSSl 311, Hash code olys oo cnlpl .glie (sla (5,0 Ly cglite (slo pb b Jg ol b1 G g0 1o

R e AS WOd Og>ge 6“5):‘)L§ slo ubﬁ 5 oolaiul 6‘/.._.3 ‘Hashing Y] sle f‘,;;g.)ﬁ_ijl )’| Gal.om 8‘53‘
Jel—i o631 1 as SHA(Security Hash Algorithm) 5 51 s MD5(Message-Digest) Ll
il o (SHA-1,SHA256,SHA-384,SHA-512)

Kaspersky Security Center lwwsi glya! b1 40,8 S ogxi
Jel 4T g0 PoOlicy b g oladas 4555 10 .08l oo 49, a5s Kaspersky Security Center sl 045 b lea
Jop o5 gaiil e Lo Kaspersky Endpoint Security asews a5 sl condlS ales Mos Slosyjg, 5l dms (oS
ol b Bl 03,5 S (el 38 5 cnl e sl bl 51 (S 09 (o Jlos I il (59, 2 b o Sy (nl eien
b o Js6 Hash Code
6l i,y 5l oty oo Lad jebaie ol (gl oS o 1) LB & by o Hash code ol ol b L1 cnl 0,5 S ol
208 ol )

( www.onlinemd5.com cols) colo oy -1

(HaShTab )‘)3| ra).:) )|)5‘ ‘a); -2
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» 1, Bad Rabbit 1581 zL & b e s> sle L6 Kaspersky Security Center g wlys o aslsl o oplpls
Sl 5l g 08 (9g0ume) S () Jgaz 3ab) 1y sl (slo &S 1 Jawgs bn bl ol 5leuw] coway sl Hash code Ll
PRt P NP PYHERN

Dropper - Adobe_Flash_Player.exe (originally Flashutil.exe)

MD5 1d724f95c61f1055f0d02c2154bbccd3

SHA-256 | 630325cac09ac3fab908f903e3b00d0dadd5fdaa0875ed8496fcbb97a558d0da

DiskCryptor Client — dropped as dispci.exe

MD5 b14d8faf7fOcbcfad051cefe5f39645f

SHA-256 8ebc97e05c8e1073bda2efb6f4d00ad7e789260afa2c276f0c72740b838a0a93

V Jga

:Kaspersky Security Center ;o b bl 0,5 S
) e 3 S 08 5l oas Kaspersky Security Center JguiS o)ls «yg 0 &b 5ol 1
Administration Server =) Advanced =) Application management

l, Category 51,0 s NeW w00, col, SIS 1 (59 9 00,5 wlsesl |, Application Categories 4z ;5

- Kaspersky Security Center 10
File Action View Help
= | >2[mlc|H

W. Kaspersky Security Center 10

Administration Server PUMA > Advanced >
Application management > Application categories

= =) Application categories
E—: Add/Remove columns  Refresh earck text columns QU
=
Name ~ | o
=
==
=]

[ Application management

Apy

- Executable fies
- Software vuinerabiliti
- Software updates
- Kaspersky Lab license
- Thicd-party heenses IS
Remote installation Help
ata encryption and protecBon
lobile Device Management
etwork poll
epositories

FEEEE
moOmfn
ARZZ2O0

<1 1 B3|
Help v KASPERSKY=S
[Add a new user category [ [

PREPARED BY OMID ABBASI n



Bad Rabbit 33! zb b 4blis 5o o)

Category with content added manually... 4 ;5 «was Create User Category Wizard o,>0, 5| .2
(4 5, 5.25) p-us = ub&‘

ep v KASPERSKYS
S |
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LS 5o Lids g,y p yekaie cpl sl enS o0 oens Category opl glp 1, by L Condition als e cpl 0 4
(6 psa) oS o0 sl |, From file properties a5 jww g 00,5 SIS Add aeSs

W Kaspersky Security Center 10
= [ Administration Server
= L Managed devices
@ 3 Administration Servers
[SR=]

= [E[] Administration Servers
= L Project

6 y guai

5l Iy e Hash code 1 Jsax Lulul 5 g 00,5 ol | File hash a5 Information from file o = 5 5
T 3 oS o0 SelS OK (55, 2 (s 9 03,5

) V, AT e o Endooin = A 2 ce o = 7){
e e

C Me

Help v KASPERSKY#2
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(Sﬁym)p*j‘somNext ‘55)).'900;)‘){)‘_}4&50;06‘,»5594:\1};@ 6

['% Kaspersky Security Center 10 s =10l x|
File Acton View Help
@« 2mls]

R e ISt [l Create User Category Wizard X x|
= [ Administration Server P

= CJ Managed devices Create User Category Wizard

Administration ¢

L Marine

L Project

L server

! Device selections

i Unassigned devices Condition ariterion_~ [ Condition value xl S p—

=7 Polides 3 File hash MD5=b14d8faf7focbcfad05 1cefesF39645f; SHA256: [vby ted:columns

Tasks ¥ File hash MD5=630325cac09ac dd
= @& Advanced

A User accounts

= [ Application mar
- Application
- Application:
- Executable
- Software vi
- Software u
* Kaspersky L
+ Third-party
Remote installa
Data encryptior

Bl
a8
[0 Mobike Device v
Q
B

(< to include in

Network poll
Repositories

HEEEE

Export to file |

<] 1] |
Help v KASPERYKY2
|Application categories: 1 [ [

Al> o 10 g 0S5 (o ygee Ay 5l g 00,5 SIS NeXt (gg) 5 a5 wod (o (yens o EXClUSION o al> 0 o
oy, 1y oas olou] Category wiily (oo o S 0 Ol |; Category 5 00,5 SLAS OK (g9, » 51
S sanlie Application Categories

@S g0 b S ) 20,5 olxy] a5 Category Bad-Rabbit o 5490 slo LU aunlys o al> o opl )0
2 o~ Administration Server ... ; 4 Kaspersky Security Center Js.sS 5l jskae opl lp
st Policies o waly Cows OB 5l 500,5 SIS oaus olou ! sla 09,5 59, »» Manage devices (cgis

(9 yoa3). @S (2 LI 1) Properties ws,S coul, SIS ol Gy a5 POLICY (55, » e S
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| & O|R
V. Kaspersky Security Center 10
= [ Administration Server PUMA
= CJ Managed devices
Administration Servers
= L Marine
= L Project
Administration Servers

m
u
E
|

Applications registry
Executable files
Software vulnerabilities
Software updates
- Kaspersky Lab licenses
- Third-party licenses usage
= 5l Remote installation
8 Data encryption and protection
[ Mobile Device Management
Q_ Network poll
= B Repositories

Administration Server PUMA > Managed devices > Project

(=) Policies

Devices Policies Tasks
Create a pol | Import policy from file Add/Remove columns
Inherited policies: hide | show

vpoﬁcy

& Kaspersky Security Center Network Agent

Group settings

Refresh

9y g

Security Center 10 Ne

All Tasks

Group by column  »

Delete
Export list.

<1 |

2l

Help v KASPERSKYE

Application Startup s »; Endpoint control s 3l i s ©B8 5| Properties o > ;o 9
‘1,.«..5‘50 A_Q.)).?.b Js) uj.s 9 w.A-AS ‘Saul.?h.t‘ ‘) Add M; w‘) Comn ulﬁ ) O 9 o.>)5 ;.)L?Lu‘ ‘) Contr0|

P& Kaspersky Security Center 10

(10 ,5a9)

- SST=TE|

V. Kaspersky Security Center 10
= [E Administration Server PUMA

£ Event notification

E Endpoint control

Application Privilege Control
Vulnerability Monitor
E Device Control

Web Control
Data Encryption
Common encryption settings
Encryption of hard drives
Encryption of files and folders

Administration Server PUMA > Manaaed devices > Proiect

status | Rule name | Allowed |

Blocked |

2| 1ol x|
— ¥ Application Startup Control [&@ Group settings
This i attempts to start and controls the startup of by
using rules.
. Tosend i to e Server, select the About started
applications check box in the policy properties in the Reports and Storages section under Inform
Administration Server.
‘Application Startup Control mode: IB(ad( list vI Action: |Notify ¥
10¢
4k Add | 2 Edt R Delete @ Statisticsl analysis p) lecurity Center 10 Ne 10);9..43'

E
E Encryption of removable drives
E
E Anti-Virus protection
E General Protection Settings I”" Control DLL and modules (significantly increases the load on the system)

File Anti-Virus Settings &

Mail Anti-Virus Templates | Configure the template of the message that s displayed when the start of an

application is blocked and of the message to the LAN administrator
Web Anti-Virus -
=2 oK I Cancel Apply, |
2
< | 3|
Help v KASPERSKY2
Policies: 2 [ [
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Sl )l 03,5 sl as” Category LCategory cw.d ;| Application Startup Control rule s,>: ;5 .10
b )l o0 5 0 5l (oS o0 S Add (s, » Principal and their rights cud 5l s oS oo

s el oo Lo gy ylw il 59) 0 (oo Sl |y 09 Jlasl il (5, 2 RUle ol palys o a5 29,8
o ol Deny 3100 (oS o ol Everyone jshis s glp ouiS Sgoine (o5 caled gl 1,

(11 50) oS 50 ST OK (59, 0 5 05

V. Kaspersky

m
nE

mo W ool

General

Event notification

Endpoint control
Application Startup Control
Application Privilege Control
Vulnerability Monitor
Device Control
Web Control

Data Encryption
Common encryption settings
Encryption of hard drives
Encryption of files and folders
Encryption of removable drives

Anti-Virus protection

mmmmm

General Protection Settings
File Anti-Virus

Mail Anti-Virus

Web Anti-Virus

Category: [Bad-Rabbit

Description:

Principals and their rights:

4k Add X Delete
Principal

tndpoint Security 10 ¢ 1 Xy
lecurity Center 10 Ne

Everyone

I Deny for other users
I Trusted Updaters

Help

| i3]

Help v KASPERSKY#

[ [

oetles o Culgs 55 el oo aBlsl Cencd 4 033,5 sbmy] L5 Jolye ,0 a5 RUIE 1S o sumlive a5 j5b ylon 11
Application Startup Control Mode ceud ;i (vuS ol sois ey a5 Rule sl 1) Action 3 Mode
0 OK s g 00,5 bl |, Block as ;5 ACion cueud o uiomen 5 oS o0 ol ]y Black list o 55

(12 pyas) 090 Jlosl o slwl Rule b oS
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[Z Kaspersky Security Center 10

File Acton View Help
=2 2m 4 0|XRE c[HE
V. Kaspersky Security Center 10
= [ Administration Server PUMA Administration Server PUMA > Manaaed devices > Proiect
SR ™ ' properties: Kaspersky Endpoint Security 10 Service Pack 2 for Windows 54 S [ =] B3 §
E Application Startup Control
E General 1
S - ¥ Application Startup Control [& Group settinas
¢ Event notification This ! attempts to star! and controls the startup of applications by
E Endpoint control using rules.
= Application Startup Control £ Tosend tion startup ion to Server, select the About started Refresh
= boxh(ﬂepx-q Rep and section under Inform
L/ Appication Priviege Control ‘Administration Server. Bz v
=]
5 WViinerabity: Montor r Startup Control Settings &
E Device Control
Application Startup Control mode: |Black list Y| Action:
Web Control ol
Data Encryption 4= Add # Edit X Delete @ Lecurity Center 10 Ne
Common encryption settings i
Encryption of hard drives
¢ Encryption of files and folders
E Encryption of removable drives
E Anti-Virus protection
E General Protection Settings
File Anti-Virus dv d &
Mail Anti-Vi Wﬂeuﬁah#umhtswmhsmdm
s { application is blocked and of the message to the LAN administrator 1
Web Anti-Virus -~
Help [ o | comet | mowv |
2
< | 2l
Help v KASPER§KY#
Policies: 2 [ [
b0 sl Manage devices cad jo oo iy 25 slo 09,5 glp 1, 1158 >, .12
Resources:

www.kaspersky .com
blog.qualys.com
www.carbonblack.com
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